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H.22  DESTRUCTION OF DATA 
 
The Contractor agrees that digital storage media retained by the Contractor or subcontractor at 
the end of the contract shall be sanitized according to guidelines in the Department of Commerce 
(DOC) IT Security Program Policy and Minimum Implementation Standards, sections 13.7 and 
13.8.  If processing is performed on a Contractor facility or computer, the Contractor certifies 
that sensitive or confidential data processed during the performance of this contract shall be 
purged from all data storage components of its computer facility, and the Contractor will retain 
no output after such time as the contract is completed.  If immediate purging of all data storage 
components is not possible, the Contractor certifies that any sensitive or confidential 
organization data remaining in any storage component will be safeguarded to prevent 
unauthorized disclosures. 
 
 
H.23 IMPLEMENTATION OF HOMELAND SECURITY PRESIDENTIAL DIRECTIVE 
(HSPD) -12 

 
The performance of this contract requires contractors to have physical access to Federal premises 
for more than 180 days or access to a Federal information system.  Any items or services 
delivered under this contract shall comply with the Department of Commerce personal identity 
verification procedures that implement HSPD-12, FIPS PUB 201, and OMB Memorandum M-
05-24.  The contractor shall insert this clause in all subcontracts when the subcontractor is 
required to have physical access to a Federally controlled facility or access to a Federal 
information system.” 
 
 
  
 
 
 


